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Data Processing Phases. — 2. Data Quality as Fundamental Rights Safeguard. - IV. FINAL
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I. INTRODUCTION
The digitalization process' of the external borders is a constant trend of EU border
management policies in the last years. The European Border Surveillance System
(Eurosur)? is a paradigmatic example of the implementation of such digital
frontiers®. Eurosur consists of a framework for information exchange and
cooperation between the European Border and Coast Guard Agency (Frontex) and
Member States to perform data-driven border control operations. More specifically,
Frontex coordinates the Eurosur Fusion Services that collect data from surveillance
tools, including satellites and drones, to maintain an updated situational picture of

EU external frontiers and pre-border areas. In addition to such surveillance
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procedures, an interconnected network of large-scale information systems
operating at EU borders store personal data collected from third-country nationals
for a variety of purposes?, including migration management and law enforcement.
The upcoming ETIAS database is an example of such data-driven identification
procedures. The ETIAS Regulation® will require visa-exempt third-country
nationals to share their data to check whether they pose any risk to the European
Union. These data will be compared with other databases and evaluated according
to specific risk indicators elaborated by an algorithm.

This digitalization process is gradually transforming the idea of border itself. Data-
driven frontiers no longer consist of static lines of territorial demarcation, but they
multiply in a distributed and dispersed landscape® that brings together human
actors (national border guards, EU agents, NGOs, etc.) and technological
artefacts”.The intertwinings between human beings and surveillance
infrastructures contribute to the production of digital borders®.

Data-driven frontiers shape the surrounding environment, despite the
technological neutrality principle®.  Digital border control procedures may
influence the agency of migrants, refugees and asylum-seekers, pushing them to

adopt alternative (more dangerous) behaviours to avoid surveillance
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infrastructures. As a mere example of this tendency, several cases of individuals
burning their fingertips to prevent the collection of their fingerprints are reported??.
A pervasive and diffuse surveillance environment at the borders represents the
policy answer against incoming migration flows, intended as potentially security
threats and destabilizing factors. As an example of this securitization approach,
Eurosur has the goals to monitor, identify, prevent and intercept any unauthorised
border crossing movement in an effort against international terrorism and
transnational crime episodes (art.2.1 Reg. 1052/2013). Borders become sites of
(in)security production that encompass anxieties and fears about several issues,
like illegal immigration and terrorist threats!!.

Data-driven borders act as filters'? in an attempt to ban third-country nationals that
could represent a danger to the security and internal stability of the EU and its
Member States’. In other words, the digitalization process of EU external frontiers
aims to deflect any security menaces that migratory flows could bring!4. As a
consequence, digital governance of migration facilitates mobility of privileged
social groups’®, such as businesspeople, while tracking the movements of racialized
social groups like refugees and asylum seekers'®. The implementation of digital

borders comes with socio-political consequences worth mentioning.

10 M. LATONERO and others, Digital identity in the refugee and migration context. Italy case study,
2019 https://datasociety.net/library/digital-identity-in-the-migration-refugee-context/ (accessed
29/06/2022).
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GOEDE (eds.), Risk and the War on Terror, London, 2008, 158-177.
12W. WALTERS, Rethinking borders beyond the State, in Comparative European Politics, 2006, 4, 141-
159.
13 D. BIGO, Globalised (in)security: the field and the ban-opticon, in D. BIGO, A. TSOUKALA (eds.),
Terror, insecurity and liberty. Illiberal practices of liberal regimes after 9/11, New York, 2008, 10-48.
14 L. STIELIKE, Migration multiple? Big data, knowledge practices and the governability of migration,
in M. SANDBERG and others (eds.), Research methodologies and ethical challenges in digital
migration studies, Cambridge, 2022, 113-138.
15 M. LEESE, Exploring the security/facilitation nexus: Foucault at the ‘smart’ border, in Global Society,
2016, 30:3, 412-429.
16 A. PELIZZA, Processing alterity, enacting Europe: migrant registration and identification as co-
construction of individuals and polites, in Science, Technology and Human Values, 2020, 45 (2), 262-
288; G. GLOUFTSIOS, S. SCHEEL, (1).
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A similar datafication!” of migration management procedures creates different
possibilities to access fundamental rights according to potentially discriminatory
elements and features like cultural background, race, capital, class, gender, sexual
orientation, and political ideas'®. EU digital border management policies may
exploit existing power hierarchies and contribute to social divisions' between EU
citizens and third-country nationals. The data-driven filtering of human mobility is,
therefore, the product of a politics of discrimination?’ hidden behind technological
neutrality assumptions?’. The term “technocolonialism” explains how data
exploitation practices could exacerbate existing vulnerabilities of third-country
nationals, intended as “others” in the EU context, and foster forms of technological
dependency between a dominant Global North and a dependent Global South,
divided by the Mediterranean Sea??. The global diffusion of data-driven border
governance instruments embodies such relationships, where African and Asian
countries adopt the most modern surveillance technologies, in an effort to reach the
so-called ‘biometric ideal’ that cound ensure the inviolability of their frontiers®.

Biopolitical?* ideas drive the implementation of digital borders to make complex
phenomena like migration flows knowable through data collection activities.

However, surrounding circumstances and deployed technologies are in a relation

17 D. BROEDERS, H. DIJSTELBLOEM, The datafication of mobility and migration management: the
mediating state and its consequences, (2016) in I. VAN DER PLOEG, ]. Pridmore (eds.), ‘Digitizing
identities: doing identity in a networked world’, London/New York, 2016, 242-260.

18 M. LEESE, S. NOORI, S. SCHEEL, Data matters: the politics and practices of digital borders and
migration management, in Geopolitics, 2022, 27:1, 5-25.

19 R. CSERNATONI, Constructing the EU’s high-tech borders: Frontex and dual-use drones for border
management, in European Security, 2018, 27:2, 175-200.

20 G. GLOUTEFSIOS, P. LOUKINAS, Perceiving and controlling maritime flows. Technology,
kinopolitics and the governmentalization of vision, in International Political Sociology, 2022, 16 (3), 1-
21.

21 A. HABIB, The ongoing digitisation of Europe’s borders, Digital Freedom Fund, 18 June 2021,
https://digitalfreedomfund.org/the-ongoing-digitisation-of-europes-borders/ (accessed
29/06/2022).

2 M. MADIANOU, Technocolonialism: digital innovation and data practices in the humanitarian
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of mutual influences. Marcuse introduced the idea of technological rationality? to
explain how the implementation of technology into a society governs the
rationality of society itself. In other words, the technology design and deployment
influence the choices of individuals using such technologies. Data practices are not
merely a technical exercise but a political statement that enacts a specific
representation of reality. As Latour pointed out, data are a matter of concern
instead of a matter of fact?.
Despite these considerations, EU border control and migration management
policies rely acritically on data-realism assumptions? according to which data are
indisputable descriptors of reality. Any claims of data justice are not considered,
depoliticizing the experiences of vulnerable data subjects like migrants, refugees
and asylum seekers. The fact that the European Union Agency for the Operational
Management of Large-Scale IT Systems in the Area of Freedom, Security and
Justice (eu-Lisa) registers the refusal of third-country nationals to provide
information about themselves as “noise data” to be cancelled from their databases,
without any further investigation about the reasons of similar behaviour?, is just
an example of such detrimental consequences.
This brief introduction shows how data collection and processing activities are of
crucial importance in modern border control and migration management policies.
The results of such practices can have dramatic consequences on the lives of
migrants, refugees and asylum seekers, contributing to deciding their fate.
Despite the importance of such digital policies, data quality issues are often
disregarded in the implementation of data-driven borders.
This paper argues that EU borders are getting digitalised without an adequate
consideration to data quality issues to secure fair treatment of third-country

nationals. The use of high-quality data would strike an appropriate balance

% H. MARCUSE, Some social implications of modern technology, in IX Studies in Phylosophy and
Social Sciences, 1941, 138-162.
2 B. LATOUR, Why has critique run out of steam? From matters of facts to matters of concern, in
Critical Inquiry, 2004, 30:2, 225-48.
7 G. GLOUFTSIOS, S. SCHEEL, (1).
28 H. STEYERL, A sea of data: pattern recognition and corporate animism (forked version), (2019) in C.
APPRICH and others (eds.), Pattern discrimination, Minneapolis, 2019, 1-22.
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between safeguarding national security and protecting the fundamental rights of
migrants. On the one hand, reliable information could guarantee efficient border
control policies to prevent actual security threats. On the other hand, high-quality
data can ensure transparent decision-making processes in border control policies
and safeguard substantive and procedural rights of third-country nationals. The
deployment of low-quality data in human mobility governance may propagate
discriminatory attitudes and exacerbate the vulnerabilities of migrants, refugees
and asylum seekers.

The first part of the paper addresses the concept of data quality, building on
computer science notions to understand how the current legal framework could
ensure the highest data quality standards in the design and implementation of
data-driven border control procedures. The second part of this contribution
interrogates the actual scenario at digital borders to understand how low-quality
data could affect the fundamental rights of migrants, refugees and asylum seekers.
The last part of the paper formulates a few recommendations to overcome data

quality issues and, therefore, contributing to a safe and secure border environment.

II. UNDERSTANDING DATA QUALITY ISSUES IN DIGITAL SOCIETIES

Data quality issues are of utmost importance in digital societies. Low-quality data
may produce mediocre outcomes, according to the principle of "garbage in,
garbage out"?. Despite their importance, it is a challenging task to define data
quality standards. Data-driven activities employ different types of information
from a variety of sources to accomplish various tasks through disparate processing
modalities. Such variables make it difficult to formulate harmonised benchmarks

and even a unanimous definition of data quality.

2 M. F. KILKENNY, K. M. ROBINSON, Data quality: “garbage in-garbage out”, in Health
Information Management Journal, 2018, 47 (3), 103-105.
235



www.dirittifondamentali.it - ISSN: 2240-9823

1. Definitions and Dimensions of Data Quality

Although the importance of using accurate data has been evident since the first
steps of computer science®, data quality issues have often been disregarded until
recent times® when scholars from different research fields have tried to formulate
definitions of data quality®.

Wang and Strong expands the notion of data quality beyond the mere information
accuracy, talking about data fit for purpose®. Bygrave considers how data
processing activities could serve a variety of goals and argues that data quality
benchmarks should take into appropriate account the surrounding circumstances
(e.g. data processing modalities and goals, needs of data users, etc.)**. As a
consequence of this approach, data quality standards could change accordingly to
the purposes of the data-driven activities, raising technical problems in terms of
secondary uses of information®. Accurate data could not be adequate for a specific
data processing goal because of their inherent structure or terminology.

The lack of uniform assessment modalities makes data quality measurable
according to dimensions® such as relevance, comprehensibility and completeness
that consider the specific data processing environment. Such dimensions are

correlated® and the data quality focus could be on one aspect instead of another®.

30 K.L. KARST, “The Files’: legal controls over the accuracy and accessibility over stored personal data’, ,
in Law and Contemporary Problems, 1966, 31 (2) (4), 343.
3t L.A. BYGRAVE, Ensuring right information on the right persons, Legal controls of the quality of

personal information, Part I, 1996,
https://www.jus.uio.no/ifp/om/organisasjon/afin/forskning/notatserien/1996/4 96.html
(accessed 01/07/2022).

32 D. DIMITROVA, The rise of personal data quality principle: is it legal and does it have an impact on
the right to rectification?,) in European Journal of Law and Technology, 2021, 12(3),
https://ejlt.org/index.php/ejlt/article/view/768/1042, (accessed 01/07/2022).

3 R.Y. WANG, D. STRONG, Beyond accuracy: what data quality means to data consumers, in Journal
of Management Information Systems, 1996, 12 (4), 5-33.

3 L.A. BYGRAVE, Data protection law: approaching its rationale, logic and limits, London/New
York, 2002,25.

% P. ILLARI, IQ: purposes and dimensions, (2014) in L. FLORIDI, P. ILLARIL, The Philosophy of
Information Quality, New York/London, 2014, 281-301.

%D. DIMITROVA, (32).

% ibidem.
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Cai and Zhu explain that data quality is an even more relevant topic in the Big Data
era®. There is no unanimous consensus around the technical definition of Big
Data®. As far as the goals of this paper are concerned, this term indicates the vast
amounts of diverse data that modern computers are capable of elaborating to
produce their diagnostic and analytical outcomes*!. Cai and Zhu note how several
variables, including the variety of data sources and the massive data volume, may
hinder reaching the highest data quality standards.

Thus, they propose an alternative point of view to address these issues. More
specifically, a user-centric perspective that defines data quality taking into account
the data processing environment. This bottom-up methodology should ensure
adequate safeguards to the rights of data users in specific contexts. Cai and Zhu do
not try to formulate an aprioristic definition of data quality because they observe
how such a concept could be influenced by other circumstances, like data
processing goals, modalities and subjects. Dimitrova labels data quality is a multi-
layered and goal-dependent idea*?. This defining vagueness contributes to a lack of

clarity regarding the regulatory aspects of data quality.

2. Data quality in the EU Legal Framework: a brief analysis

European Union law does not formulate any legal definition of data quality*. The

Regulation (EU) 2016/679 (GDPR)* does not address data quality as a standalone

3% C. BATINI, M. SCANNAPICCO, Data and information quality: dimensions, principles and
techniques, London/New York, 2016, 43.

% L. CAL Y. ZHU, The challenges of data quality and data quality assessment in the big data era,
(2015), in Data Science Journal, 2015, 14:2, 1-10.

4 M. FAVARETTO and others, What is your definition of Big Data? Researchers’ understanding of
the phenomenon of the decade, in Plos One, 2020,
https://journals.plos.org/plosone/article?id=10.1371/journal.pone.0228987 (accessed 03/07/2022).
4 A. GANDOMI, M. HAIDER, Beyond the hype: big data concepts, methods and analytics, in
International Journal of Information Management, 2015, 35(2), 137-144.

2 D. DIMITROVA, (32).

 Ibidem.

# Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on
the protection of natural persons with regard to the processing of personal data and on the free
movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation),
OJ L 119, 4.5.2016, p. 1-88.
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principle but considers its elements, like the principles of lawfulness, fairness,
transparency and accuracy (Art. 5).

Notwithstanding the lack of a uniform definition, the importance of data quality
issues is evident to EU regulators and policymakers, especially at a time when
Artificial Intelligence (Al) is becoming increasingly important in many sectors®.
According to the European Council of 2018, data quality is a crucial requirement
for a fair and proportionate development of Al algorithms*. The High-Level
Expert Group on Artificial Intelligence (Al HLEG) states that data quality could
represent a valid safeguard against algorithmic biases and misconduct?. The
Committee on Civil Liberties, Justice and Home Affairs of the European Parliament
(LIBE Committee) warns that not updated, incorrect or low-quality data can
produce unreliable algorithmic results that may infringe the fundamental rights
framework?*.

As far as law enforcement context is concerned, the EU Directive 2016/6804
requires competent authorities to investigate data quality standards before sharing
information with other law enforcement agencies (Art. 7.2). More specifically, such
investigation should address the completeness, accuracy and reliability of shared

data.

4 European Union Agency for Fundamental Rights, ‘Data quality and Artificial Intelligence —

mitigating bias and error to protect fundamental rights’, (2019)
https://fra.europa.eu/sites/default/files/fra uploads/fra-2019-data-quality-and-ai en.pdf
(accessed 04/07/2022).

46 European Council conclusions, 29 June 2018,

https://www.consilium.europa.eu/en/press/press-releases/2018/06/29/20180628-euco-
conclusions-final/ (accessed 04/07/2022).

4 Al HLEG, Ethical Guidelines for Trustworthy Al https://ec.europa.eu/futurium/en/ai-
alliance-consultation.1.html, (accessed 04/07/2022).

48 Opinion of the Committee on Civil Liberties, Justice and Home Affairs on a comprehensive
European industrial policy on Artificial Intelligence and Robotics, 11 December 2018,
https://www.europarl.europa.eu/doceo/document/A-8-2019-0019 EN.html#title4 (accessed
04/07/2022).

# Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data by competent
authorities for the purposes of the prevention, investigation, detection or prosecution of
criminal offences or the execution of criminal penalties, and on the free movement of such data,
and repealing Council Framework Decision 2008/977/JHA, O] L 119, 4.5.2016, p. 89-131.
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III. DATA QUALITY AND DIGITAL BORDERS: TECHNICAL ASPECTS AND
FUNDAMENTAL RIGHTS SAFEGUARDS

The first section of the paper introduces the concept of data quality and its main
features to explain how external variables and the surrounding digital environment
could influence data quality assessments. The second part of this contribution
moves from the previous analysis to investigate how data quality issues could play
a crucial role in the correct functioning of digital borders. More specifically, the
focus is on how the deployment of low-quality, mediocre data could threaten the
fundamental rights of migrants, refugees and asylum seekers.

However, this paragraph needs firstly to interrogate what could be the technical
obstacles that prevent data-driven activities from reaching the highest data quality

standards compliant with the fundamental rights framework.

1. Data Quality and Data Processing Phases

Liu and Chi observe how data processing activities could transform data*®. As a
consequence of these changes, data quality assessments could radically differ
between each data elaboration phase’'. Technical errors could affect data at every
single stage of data processing operations: measurement errors during data
collection, entry errors during data elaboration or algorithmic biases during the

interpretation of information® are a few examples in this sense.

% L. LIU, L. N. CHI, Evolutional data quality: a theory-specific view, in Proceedings of the Seventh
International Conference of Information Quality (IC1Q-02), 2002,
http://mitig.mit.edu/ICIQ/Documents/IQ%20Conference%202002/Papers/EvolutionalDataQualit
yATheorySpecificView.pdf (accessed 05/07/2022).

51 D. DIMITROVA, (32).

52 L. LIU, L. N. CHI, (50).
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Article 29 Working Party indicates four different phases of data processing
activities: a) data collection, b) data analysis, c) data profiling d) data-driven
decision-making?. Each of these stages could reveal different data quality issues®.
The Court of Justice of the European Union (CJEU) states that data formatting and
presentation should be clear and leave no room for ambiguous interpretation® in
data-driven personal identification procedures. Data organisation is an essential
prerequisite for ensuring the proper functioning of large-scale information systems
at EU external borders. The Report on the evaluation of the Schengen Information
System (SIS II) signals errors deriving from non-functioning links, such as
biometric data of an individual associated with the alphanumeric information of a
different person’. Thus, incorrect associations between correct data could have
detrimental effects on data quality and threaten the rights of affected individuals®.
The EU Regulations on the interoperability between EU information systems in the
field of Freedom, Security and Justice>® enable information transmission between
such databases, thus possbily propagating uncorrect data.

Data quality issues are particularly relevant to the operation of Al algorithms in the

profiling and decision-making stages. Machine learning algorithms use training

% Article 29 Working Party, ‘Guidelines on Automated individual decision-making and
Profiling  for the purposes of Regulation 2016/679, 22  August 2018,
https://ec.europa.eu/newsroom/article29/items/612053/en (accessed 05/07/2022).

5 D. DIMITROVA, (31).

% Court of Justice of the European Union, U v. Stadt Karlsruhe, Judgment of 2 October 2014,
Case C-101/13 - U, ECLI:EU:C:2014:2249.

% Commission Staff Working Document, Report from the Commission to the European
Parliament and the Council on the evaluation of the second generation Schengen Information
System (SIS II) in accordance with articles 24 (5), 43 (3) and 50 (5) of Regulation (EC) no.
1987/2006 and articles 59 (3) and 66 (5) of Decision 2007/553/JHA, COM (2016) 880 final, 21
December 2016, https://eur-lex.europa.eu/legal-
content/EN/TXT/PDF/?uri=CELEX:52016SC0450&from=EN (accessed 06/07/2022).

5 D. DIMITROVA, (32).

58 Regulation (EU) 2019/817 of the European Parliament and of the Council of 20 May 2019 on
establishing a framework for interoperability between EU information systems in the field of
borders and visa and amending Regulations (EC) No 767/2008, (EU) 2016/399, (EU) 2017/2226,
(EU) 2018/1240, (EU) 2018/1726 and (EU) 2018/1861 of the European Parliament and of the
Council and Council Decisions 2004/512/EC and 2008/633/JHA, OJ L 135, 22.5.2019, p. 27-84;
Regulation (EU) 2019/818 of the European Parliament and of the Council of 20 May 2019 on
establishing a framework for interoperability between EU information systems in the field of
police and judicial cooperation, asylum and migration and amending Regulations (EU)
2018/1726, (EU) 2018/1862 and (EU) 2019/816, OJ L 135, 22.5.2019, p. 85-135.
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data to find new patterns that could be applicable in different contexts®. These Al
technologies elaborate raw, unprocessed data (called input data) to produce
diagnostic outcomes that could influence human decision-making processes.

Malgieri and Comande explain in this regard how quality standards should cover
not only input data but also the design of the algorithms®. The internal structure of
low-quality machine learning technologies could contain embedded biases and
defects and produce incorrect outcomes as a result of a mediocre working routine®!.
The CJEU requires high-quality standards on abstract profiling models used by
algorithms. The Court, addressing the legitimacy of PNR (Passenger Name Record)
data collection and elaboration activities, states that data profiling models must be
specific and reliable to efficiently identify only individuals who could seriously
represent a security risk®2. High-quality algorithmic models require an efficient
identification of the purposes they should achieve (e.g. protecting national security
from external threats). A mediocre conceptualization of such goals should cause

low-quality algorithmic functioning and, therefore, unreliable outcomes®.

2. Data Quality as Fundamental Rights Safeguard

Low-quality data processing activities could endanger the fundamental rights
framework in many ways. Outdated, unreliable data, as well as mediocre
technology design, could seriously undermine data-driven activities and lead to the

production of discriminatory results.

% European Union Agency for Fundamental Rights, (44).
 G. MALGIERI, G. COMANDE, ‘Why a right to legibility of automated decision-making exists in the
General Data Protection Regulation’, in International Data Privacy Law, 2017, 7 (4), 243-265.
61 T. HOEREN, Big Data and the legal framework for data quality, in International Journal of Law and
Information Technology, 2017, 25 (1), 26-37.
62 Court of Justice of the European Union, Opinion on the Agreement PNR UE-Canada, Opinion
Of the Court of 26 July 2017, Opinion 1/15, ECLLI:EU:C:2016:656.
L. A. BYGRAVE, (31).
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The CJEU states® that data-driven identification procedures at the border interfere
with the privacy rights enshrined in the art. 7 and 8 of the Charter of the
Fundamental Rights of the European Union (CFREU)%. Thus, the Court requires
such digital operations to be necessary and proportionate to accomplish clearly
established purposes.
The interoperability between databases brings into discussion several rights of the
data subjects (e.g. Right to access and Right to rectification — art.15 and 16 GDPR)
due to the technical complexity of tracing the original data input source®. Thus,
interoperability features can hinder modifying inaccurate or outdated data and,
therefore, lead to detrimental consequences on the lives of affected individuals (e.g.
refusal of an entry permit based on inaccurate information).
A plurality of parties (EU border agencies, national authorities) interacts with data
collected at the border for a variety of purposes (border control, migration
management, law enforcement, counter-terrorism). Such a situation conflicts with
data minimisation and purpose limitation principles (art.5 GDPR) and does not
allow a clear identification of data quality standards. As explained before, accurate
data for a specific purpose could be useless in the accomplishment of another goal.
Non-transparent decision-making processes may hinder the right to effective legal
remedies and a fair trial (art. 47 CRFEU). The inherent opaqueness of Al algorithms
may prevent external human observers from understanding the logical reasoning
behind specific data-driven outputs®”. Such a lack of transparency may challenge
data quality standards impeding the assessment of the accuracy of deployed

algorithmic models. Opaque data-driven border control activities may decide for
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rejections on grounds not detailed enough to permit an appeal®. Such lack of
transparency may hinder the right to protection in the event of expulsion as well
(art.18 CFREU). Poor data quality could cause failures in data-driven identification
procedures and, therefore, in a lacking ackonwoledgment of peculiar
vulnerabilities of concerned individuals that may risk unlawful expulsions.

Digital borders may threaten the principle of non-discrimination (art.21 CFREU).
Processing data through mediocre and unsuitable technologies can produce
detrimental and prejudicial results. Data-driven migration management operations
could propagate biases embedded in the technology or the datasets and, therefore,
shape the outcomes of the decision-making process. Al algorithms collect and
elaborate data according to statistical measures so such software could label as
“wrong” individuals who do not belong to majority groups®. As a consequence of
this working routine, algorithmic outcomes could exacerbate the vulnerabilities of
minorities like migrants.

Thus, data quality problems could contribute to addressing asylum seekers and
refugees as potential security threats infringing the prohibition (art.31 of the 1951

Geneva Convention”) of criminalizing those looking for international protection”.

IV.FINAL REMARKS AND RECOMMENDATIONS

This paper sheds light on an often overlooked issue: the importance of data quality
issues in digital border control and migration management procedures. Poor

quality data in such contexts may cause the implementation of discriminatory
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policies and the aggravation of socio-cultural divisions between national citizens
and third-country nationals. Low-quality data-driven activities may contribute to
framing migrants, refugees and asylum seekers as potential security threats and
hindering their integration within the EU territory.
Data quality could, therefore, protect the fundamental rights of individuals affected
by data-driven activities.
This contribution explains how data quality is a complex and multi-layered
concept that refers to various features and benchmarks, including accuracy,
reliability, and completeness. Data quality assessments should also consider the
surrounding circumstances and the goals of the specific data-driven activities.
Thus, this paper calls for a clear conceptualization of the aims of digital frontiers to
ensure the fair treatment of third-country nationals. The variety of purposes of
such policies does not allow reaching the highest data quality standards.
This contribution argues for periodical quality assessments of data-driven border
control practices to ensure their compliance with the fundamental rights
framework. In addition to that, such evaluation procedures should take into
account if these digital operations are still necessary and proportionate to the
considered goals. These assessments should consider the entire data processing
cycle, including the technological means deployed, to detect any embedded biases
that could propagate discriminatory outcomes.
Attention to data quality would imply a paradigm shift in current border control
and migration management policies, focusing on protecting the fundamental rights
of third-country nationals and not considering migrants as potential security

threats.
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