
 

 

 

 

 

 

Dirittifondamentali.it (ISSN 2240-9823) - Contributo sottoposto a referaggio cieco 

 
 

 

Dirittifondamentali.it - Fascicolo 2/2021 

Data di pubblicazione – 19 maggio 2021 

         

Blockchain-driven identification procedures in the migration context: regulatory 

challenges and fundamental rights issues 

di 

Mirko Forti * 
 
Summary: 1. Introduction – 2. Consequences of failed identification procedures in managing 

migratory flows – 3. Personal identity and migration flows: cultural influences and legal 

safeguards - 3.1. Cultural divergences in framing the concept of personal identity – 3.2. 

International legal standards and the right to personal identity – 4. 4. An introduction to 

blockchain technologies - 5. Blockchain-based identification systems and Self-Sovereign Identity 

– 6. Blockchain-based identification systems in the management of migration issues– 7. 

Blockchain-based identification procedures in the migration context: legal issues and 

governance challenges - 7.1. Non-discrimination principle and algorithmic biases in blockchain 

systems - 7.2. Data protection issues in blockchain systems - 8. Concluding remarks and policy 

recommendations 

 

1. Introduction 

 What does personal identity mean? Several authors tried to answer this 

question over the centuries. The French philosopher René Descartes stated that the 

capability of thinking was inherently peculiar to the human being.1 According to this 

vision, the mind was the fundamental core of human self-awareness. The English 

thinker John Locke proposed human memory as the place of personal identity.2 

William James, one of the prominent authors of American psychology, introduced the 

concept of stream of consciousness to indicate how thoughts flow from a conscious 

mind.3 These are only a few examples of how scholars addressed the idea of personal 

identity through different perspectives. 

 
* Assegnista di ricerca alla Scuola Superiore Sant’Anna di Pisa. 
1 R. DESCARTES, Discourse on the method, in J. COTTINGHAM et al. (eds.), The Philosophical 

Writings of Descartes, Cambridge, 1985, part.IV. 
2 J. LOCKE, An essay concerning human understanding, 1690, 

ftp://ftp.dca.fee.unicamp.br/pub/docs/ia005/humanund.pdf, (last access 07/04/2021). 
3 W. JAMES, The principles of psychology, 1890, http://www.public-library.uk/ebooks/50/61.pdf, 

(last access 07/04/2021). 

ftp://ftp.dca.fee.unicamp.br/pub/docs/ia005/humanund.pdf
http://www.public-library.uk/ebooks/50/61.pdf
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 The intervention of public entities and private corporations radically influenced 

and transformed the concept of personal identity in the modern ages.4 States recognize 

and register their citizens with personal credentials for a variety of purposes. 

Individuals must hold a recognized legal identity to be fully part of public society. 

Furthermore, the disruptive innovations brought by the cyberspace dimension further 

complicate the personal identity scenario. Every individual holds several usernames 

and passwords accordingly to the websites he/she accesses. Thus, there is a plurality of 

cyberspace identities.  

 Having IDs may seem like something ordinary, but this is not the case for 

migrants, refugees, and asylum seekers. The United Nation High Commissioner for 

Refugees (UNHCR) estimated that at least 80 billion people over the last years were 

displaced as a result of natural disasters, armed conflicts or gross violations of 

fundamental rights.5 These individuals must face severe physical and psychological 

distress in reaching a new country of residence. Having no identification credentials 

can exacerbate their vulnerable conditions. The World Bank estimated an average of 

1.5 billion undocumented people.6 Furthermore, the UNHCR stated that almost 10 

million individuals are currently without a nationality.7 

 The issue of personal identification is, therefore, a crucial one in the 

management of migration flows. Identifying people requesting to enter national 

borders is a necessary step to ensure their access to essential services and the protection 

of their fundamental rights. States can integrate identified individuals into the social 

fabric and thus preserving national security and public order.  

 States and International Organizations working in the management of 

migration flows are using technological tools to manage identification procedures. 

Blockchain registries can be a useful solution in this sense. However, their 

 
4 C. ALLEN, The path to self-sovereign identity, 25 April 2016, 

http://www.lifewithalacrity.com/2016/04/the-path-to-self-soverereign-identity.html, (last access 

07/04/2021). 
5 UNHCR, Mid-year trends 2020, https://www.unhcr.org/statistics/unhcrstats/5fc504d44/mid-

year-trends-2020.html, (last access 08/04/2021). 
6 World Bank Group, Identification for development. Strategic Framework, 25 January 2016, 

https://pubdocs.worldbank.org/en/21571460567481655/April-2016-ID4D-Strategic-

RoadmapID4D.pdf, (last access 08/04/2021). 
7 UN High Commissioner for Refugees, Global Action Plan to end Statelessness, 4 November 2014, 

https://www.refworld.org/docid/545b47d64.html, (last access 08/04/2021). 

http://www.lifewithalacrity.com/2016/04/the-path-to-self-soverereign-identity.html
https://www.unhcr.org/statistics/unhcrstats/5fc504d44/mid-year-trends-2020.html
https://www.unhcr.org/statistics/unhcrstats/5fc504d44/mid-year-trends-2020.html
https://pubdocs.worldbank.org/en/21571460567481655/April-2016-ID4D-Strategic-RoadmapID4D.pdf
https://pubdocs.worldbank.org/en/21571460567481655/April-2016-ID4D-Strategic-RoadmapID4D.pdf
https://www.refworld.org/docid/545b47d64.html
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implementation in the migration field could raise fundamental rights issues worth 

analyzing in their implications.  

 This paper aims to address the issue of personal identification procedures in the 

migration context. It also considers the possible technological solutions to solve it, 

mainly focusing on blockchain ledgers. The aim is to discover if the implementation of 

blockchain systems for identification purposes in the management of migratory flows 

could be compliant with the fundamental rights framework. In this regard, this article 

uses an innovative approach taking into account both a legal and a philosophical-

cultural approach to address the personal identity concept. It firstly evaluates how not 

having IDs could impact the life of undocumented people. It then investigates how 

different cultural and societal backgrounds could shape how to understand personal 

identity. The second part of the paper takes into account the current international legal 

framework related to the right to personal identity. The third part briefly explains the 

functioning of blockchain ledgers and introduces the concept of Self-Sovereign 

Identity. The fourth section highlights the main regulatory issues related to the 

implementation of blockchain-based identification procedures and it finally proposes 

policy and legal recommendations. 

 

2. Consequences of failed identification procedures in managing migratory flows 

 States and International Organizations operating in the management of 

migratory flows need to face daily several problems, including carrying on efficient 

identification procedures of individuals requesting to enter through foreign borders. 

These people may be without identification documents for a variety of reasons.8 They 

may be fleeing from their homeland because at risk of persecution for their ethnicity, 

political or religious belief and therefore have no documents that would certify their 

membership in a particular persecuted group. They may come from a rural or 

undeveloped area lacking technological infrastructures to record their identity. They 

may lose their IDs during their migration journey. The lack of regular identification 

documents could have a tremendous impact on the lives of migrants in several ways. 

 
8 B. MANBY,  Identification in the context of forced displacement, June 2016, 

http://documents1.worldbank.org/curated/en/375811469772770030/pdf/Identification-in-the-

Context-of-Forced-Displacement-Identification-for-Development-ID4D.pdf, (last access 

08/04/2021). 

http://documents1.worldbank.org/curated/en/375811469772770030/pdf/Identification-in-the-Context-of-Forced-Displacement-Identification-for-Development-ID4D.pdf
http://documents1.worldbank.org/curated/en/375811469772770030/pdf/Identification-in-the-Context-of-Forced-Displacement-Identification-for-Development-ID4D.pdf
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 Undocumented people cannot legally pass through international borders. Thus, 

they must rely on irregular means, like human traffickers and smugglers, to enter into 

foreign countries.  

 International Organization for Migration (IOM) estimates that between 10% and 

15% of migrants holds an irregular status.9Irregular migration is a hardly-defining 

phenomenon.10 In very general terms, an irregular immigrant is whoever enters or lives 

into a foreign country violating its migration laws.11 Several different cases and 

episodes fall into the broad category of irregular migrants. Some individuals fail to 

fully comply with all the strict requirements to obtain new citizenship or a residence 

permit: scholars labelled them as semi-compliant migrants.12 Others buy forged 

documents to regularize their status.13 Governments can decide to facilitate 

regularization mechanisms according to political decisions.14 

 Undocumented individuals can face numerous difficulties in applying for 

refugee status. They cannot prove the reasons behind their claim, such as being of a 

particular nationality.15 For instance, about 97% of Syrian applicants for asylum in 

Europe have seen their applications successful in 2015 because of the political and 

humanitarian crisis in their homeland.16 Inspecting their identification documents was, 

therefore, a crucial factor in assessing migrants’ applications. 

 
9 IOM, World Migration Report 2020, https://publications.iom.int/system/files/pdf/wmr_2020.pdf 

(last access 09/04/2021). 
10 F. DÜVELL, The irregular migration dilemma: keeping control, out of control or regaining control?, 

in F. DÜVELL (ed.), Irregular migration in Europe. Beyond control?, London, 2006, 3. 
11 S. CASTLES et al., Irregular migration: causes, patterns and strategies, in I. OMELANIUK (ed.), 

Global perspectives on migration and development, London, 2012, 117. 
12 M. RUHS, B. ANDERSON, The origins and functions of illegality in migrant labor markets: an 

analysis of migrants, employers and the state in the UK, Working Paper n.30a, University of Oxford, 

2008,  https://www.compas.ox.ac.uk/wp-content/uploads/WP-2006-030a-Ruhs-Anderson 

Illegality_Migrant_Labour_Markets.pdf (last access 09/04/2021). 
13 E. VASTA, Immigrants and the paper market: borrowing, renting and buying identities, in Ethnic and 

Racial Studies, 2011, 34 (2), 187. 
14 S. CASTLES, M.J. MILLER, The age of migration: international population movements in the modern 

world, New York, 2009, 181. 
15 B. MANBY, cit. 
16 Eurostat Press Release, Asylum decisions in the EU. EU Member States granted prtection to more 

than 330000 asylum seekers in 2015, 75/2016, 20 April 2016, 

https://ec.europa.eu/eurostat/documents/2995521/7233417/3-20042016-AP-EN.pdf/34c4f5af-

eb93-4ecd-984c-577a5271c8c5, (last access 12/04/2021). 

https://publications.iom.int/system/files/pdf/wmr_2020.pdf
https://www.compas.ox.ac.uk/wp-content/uploads/WP-2006-030a-Ruhs-Anderson
https://ec.europa.eu/eurostat/documents/2995521/7233417/3-20042016-AP-EN.pdf/34c4f5af-eb93-4ecd-984c-577a5271c8c5
https://ec.europa.eu/eurostat/documents/2995521/7233417/3-20042016-AP-EN.pdf/34c4f5af-eb93-4ecd-984c-577a5271c8c5
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 States take into account nationality in these evaluation procedures.17 The 

European Union recognizes freedom of movement to the citizen of Member States but 

limits the entry into the European border of third-country nationals. Likewise, other 

regional organizations, like Mercosur in South America, have the same approach. 

Individuals trying to enter into countries that are not part of the 1951 Refugee 

Convention and its 1967 Additional Protocol18 may see their aspirations frustrated if 

they lack official ID documentation. Border guards can arrest and deport them, even if 

they can apply for refugee status.19 

 Having no identification documents could therefore exacerbate the risk of 

refoulement. More specifically, undocumented individuals trying to enter into a foreign 

State could be rejected towards a territory where they may face risks for their life and 

integrity. The principle of non-refoulement is a customary norm of the International Law 

framework.20 Art. 33 of the 1951 Refugee Convention prohibits contracting States to 

expel or return (refouler) individuals where they may face threats to their life and 

freedom on the ground of discriminatory factors like race, religion or political beliefs. 

Thus, holding identity documents could help border guards in avoiding rejections of 

individuals in endangered situations. 

 Undocumented migrants are likely to face severe obstacles and limitations even 

when settled in their country of destination.21 They cannot access basic services like 

healthcare or education.22 Being legally identified as a resident in a given country is 

often a prerequisite to enjoying such services. People who are not holding legal status 

 
17 S. CASTLES et al., cit. 
18 Convention and Protocol relating to the Status of Refugees, 

https://www.unhcr.org/3b66c2aa10, (last access 12/04/2021). 
19 International Rescue Committee, Norwegian Refugee Council, Legal Status of Refugees from 

Syria: challenges and consequences of mantaining legal stay in Beirut and Mount Lebanon, June 2015, 

https://www.refworld.org/docid/56cabc8c4.html, (last access 12/04/2021). 
20 UNHCR, Advisory Opinion on the Extraterritorial Application of Non-Refoulement 

Obligations under the 1951 Convention relating to the Status of Refugees and its 1967 Protocol, 

art.2.21, https://www.unhcr.org/4d9486929.pdf (last access 12/04/2021); J. ALLAIN, The Jus 

cogens nature of non-refoulement, in International Journal of Refugee Law, 2001, 13, 533; A. FARMER, 

Non-Refoulement and jus cogens: limiting anti-terror measures that threaten refugee protection, in 

Georgetown Immigration Law Journal, 2008, 23, 1. 
21 B. MANBY, cit. 
22 A. GELB, J. CLARK, Identification for development: the biometrics revolution, Center for Global 

Development Workin Paper 315, January 2013, 

https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2226594, (last access 12/04/2021). 

https://www.unhcr.org/3b66c2aa10
https://www.refworld.org/docid/56cabc8c4.html
https://www.unhcr.org/4d9486929.pdf
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2226594
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in a foreign country could not interact with public institutions or private subjects.23 

They cannot vote, require welfare assistance or registering events like births or 

marriages. They cannot buy a home or open a bank account. The lack of a legally 

recognized identity can exacerbate the vulnerable conditions of undocumented 

migrants. This illegal status prevents them from fully integrating into the social fabric 

of the host state. Thus, identification is a prerequisite for successful integration. 

 Irregular migrants can suffer from labour exploitation practices. Unscrupulous 

employers can easily hire and then fire undocumented migrants for their profit and 

disregard their rights as human beings and workers.24 Scholars labelled jobs often 

carried on by irregular migrants as 3Ds jobs: dangerous, degrading and dirty.25 

 As an additional consequence of their lacking of officially recognized identity, 

undocumented migrants cannot apply for naturalization practices. 

 Individuals can decide to return to their home state, but they may face several 

obstacles while resettling down.26 People without valid identification documents may 

not be able to support their claims demonstrating their nationality. They risk becoming 

stateless. States may not accept foreign certificates and documentation as proof of the 

facts they report. Identity registers might consider discriminatory and exclusionary 

assumptions. This may happen especially after conflicts and changes of sovereignty. 

The winning side may decide to arbitrarily exclude members of the defeated faction 

from the benefits of citizenship. 

 This brief introductory analysis highlights how undocumented migrants have 

to face severe obstacles for their vulnerable conditions. States and International 

Organizations need to set up efficient identification procedures to ensure the 

enjoyment of fundamental rights for migrants, refugees and asylum seekers. However, 

this paper argues that these procedures need to take into account possible cultural and 

societal divergences in understanding the concept of personal identity to reach this 

scope. 

 
23 A.GELB, J. CLARK, ibidem. 
24 S. CASTLES et al, cit. 
25 P. A. TARAN, E. GERONIMI, Globalization, labour and migration: protection is paramount, in 

Perspectives on Labour Migration, International Labour Office Working Paper, 11 December 2013, 

https://www.ilo.org/global/topics/labour-migration/publications/WCMS_232365/lang--

en/index.htm, (last access 12/04/2021).   
26 B. MANBY, cit. 

https://www.ilo.org/global/topics/labour-migration/publications/WCMS_232365/lang--en/index.htm
https://www.ilo.org/global/topics/labour-migration/publications/WCMS_232365/lang--en/index.htm
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3. Personal identity and migration flows: cultural influences and legal safeguards  

 The concept of personal identity is a highly debated issue in framing migration 

policies. It is one of the cornerstones of the relationship between the receiving State and 

migrants themselves. Individuals settling in a foreign country must learn to define 

themselves in a new, unfamiliar context.27 Identity is thus a relational concept. It links 

self-awareness (how persons perceive themselves) with social perceptions (how other 

individuals see a given subject into a social group).28 In very general terms, it can be 

argued that thoughts and actions contribute to the formation of personal identity of 

individuals.29 As regards migration issues, the personal identity concept has therefore a 

twofold aspect.30 On the one hand, how migrants feel about their belonging to ethnic, 

national and social groups. On the other hand, how members of other groups, like the 

population majority of the State, perceive migrants and relate with them. 

 There is no universally accepted definition of personal identity concept at the 

moment. It concerns the psychological traits of a given individual, including his/her 

thoughts, beliefs, and way of reasoning, according to a psychological perspective.31 

Sociology instead focuses on historical, cultural and societal backgrounds that 

characterize every single person.32 A legal point of view addresses the idea of natural 

persons (human beings) and legal persons (a collective of individuals recognized as 

single persons under the law).33 

 Actors in charge of identification procedures for the management of migration 

flows should take these variables into account. In particular, they should consider the 

possible cultural gap between border authorities and migrants on the concept of 

personal identity. 

 
27 M. VERKUYTEN et al., To be both and (more): Immigration and identity multiplicity, in Journal of 

Social Sciences, 2019, 75 (2), 390. 
28 R. JENKINS, Rethinking ethnicity: arguments and explorations, London, 1997. 
29 M. WETHERELL, C. T. MOHANTY, The Sage handbook of identities, London, 2010. 
30 M. VERKUYTEN, The social psychology and ethnic identity, Oxford, 2018. 
31 N. STROHMINGER et al., The true self: a psychological concept distinct from the self, in 

Perspectives on Psychological Science, 2017, 12, 551. 
32 J.E. CÔTÉ, Sociological perspectives on identity formation: the culture-identity link and the identity 

capital, in Journal of Adolescence, 1996, 19, 417. 
33 F. WANG, P. DE FILIPPI, Self- sovereign identity in a globalized world: credentials based identity 

system as a driver for economic inclusion, in Frontiers in Blockchain, 2020, 2 (28), 

https://www.frontiersin.org/articles/10.3389/fbloc.2019.00028/full (last access 13/04/2021). 

https://www.frontiersin.org/articles/10.3389/fbloc.2019.00028/full
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3.1. Cultural divergences in framing the concept of personal identity 

 The idea of personal identity is a human creation and, therefore, can change 

accordingly with the surrounding environment. Religious beliefs, political ideas, 

cultural and societal background are all factors capable of shaping the concept of 

personal identity. Migration phenomena bring people from different backgrounds to 

coexist in the same space. Public bodies need to take into account such cultural and 

societal divergence to favour a successful integration. 

 As far as the personal identity idea is concerned, the Western perspective 

focuses on the autonomy of the individual.34 More specifically, the individual takes 

priority over social relationships and the needs arising from them.35 Individuals, 

therefore, try to maintain their own identity as distinct and separate from that of the 

social group.36 The traditional idea of privacy as the “right to be let alone” is a clear 

example of this individualistic perspective.37 In other words, the right to privacy 

intended as a tool for the realization of the individual,38 even if it conflicts with the 

needs of the entire social group. 

 An individualistic approach is not the only possible choice when framing the 

concept of personal identity. Non-western philosophical elaborations follow different 

paths. Kemetic philosophy finds its roots in the Ancient Egypt and puts the individual 

at the core of the community. Individual members of the social group could pursue 

self-development and self-fulfilment goals through actions aimed at communal 

progress.39 The African concept of Ubuntu considers the individual as a functional part 

of the community. Individual needs are less important than the ones of the clan, the 

 
34 R. C. SOLOMON, Recapturing personal identity, in (eds) T.P. KASULIS, R.T. AIMES, W. 

DISSANAYAKE, Self as Body in the Asian Theory and Practice, Albany, 1994, 7. 
35 M. MARUYAMA, Alternative concepts of management: insights from Asia and Africa, in Asia 

Pacific Journal of Management, 1984, 1(2), 100. 
36 F. JOHNSON, The Western concept of self, in (eds) A.J. MARSELLA, G. DEVOS, F.L.K. HSU, 

Culture and self: Asian and Western perspectives, New York, 1985, 91. 
37 S.D. WARREN, L.D. BRANDEIS, The right to privacy, in Harvard Law Review, 1890, 4, 193. 
38 A. F. WESTIN, Privacy and freedom, in Washington and Lee Law Review, 1968, 25 (1), 166. 
39 M. KARENGA, Sources of self in Ancient Egyptian autobiographies: a Kawaida articulation, in (ed.) 

J.L. CONYERS, Black American Intellectualism and Culture: a Social Study of African American Social 

and Political Thought, Stanford, 1999, 37. 
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family or of the tribe.40 The word Ubuntu has different meanings according to the 

context, but it generally indicates values like interdependence, solidarity and 

communalism.41 

 The Confucian tradition, widespread in the countries of the Far East, also 

conceives of the individual as a centre of relations and not as a unit in itself.42 Human 

should pursue the value of Ren, intended as humanness and benevolence, to be a 

compassionate human being caring for all other individuals.43 

 This brief analysis shows that several approaches are possible in describing the 

concept of personal identity. This diversity of perspectives may influence the 

functioning of identification policies and management of personal data. As far as 

migration context is concerned, individuals coming from different backgrounds may 

be willing to sharing specific data instead of others. Actors and stakeholders in charge 

of designing identification procedures must take into account these cultural 

divergences to ensure an effective collaboration between border guards and migrants. 

These procedures must also comply with the international legal framework about 

identity rights. 

 Personal identity is a relevant issue also from a legal perspective. It influences 

the enjoyment of fundamental rights and has a tremendous impact on citizenship law 

and requirements. The next part of the paper addresses the international legal 

framework of the right to identity. 

 

3.2. International legal standards and the right to personal identity 

 The United Nations aims that every individual can hold a legal identity before 

the year 2030.44 It means that everyone would be able to fully enjoy his/her rights as a 

human being, regardless of their citizenship.    

 
40 M.N. KAMWANGAMALU, Ubuntu in South Africa: a sociolinguistic perspective to a Pan-

American concept, in Critical Arts: South-North Cultural and Media Studies, 1999, 2, 24. 
41 M.N. KAMWANGAMALU, ibidem. 
42 D.Y.F. HO, Selfhood and identity in Confucianism, Taoism, Buddism and Hinduism:contrast with the 

west, in Journal for the Theory of Social Behaviour, 1995, 25 (2), 115. 
43 C.Y CHENG, Transforming Confucian virtues into human rights, in (eds.) W.T. DE BARY, W. TU, 

Confucianism and Human Rights, New York, 1998, 154. 
44 The Danish Institute for Human Rights, The Human Rights guide to the Sustainable Development 

Goals, https://sdg.humanrights.dk/en/targets2?target=16.9, (last access 14/04/2021). 

https://sdg.humanrights.dk/en/targets2?target=16.9


 

 

www.dirittifondamentali.it  -  ISSN: 2240-9823 

153 

 

 International Law historically assumed that States have the legal obligation to 

protect their citizens even abroad through diplomatic protection.45 Holding the 

citizenship of a given State entailed, therefore, the enjoyment of a series of rights. 

Statelessness was (and still is) considered a kind of legal anomaly.46 The Convention on 

Certain Questions Relating to the Conflict of Nationality Laws, signed in The Hague in 

1930, aimed to establish a legal framework for granting nationality47. This text clearly 

stated in its preface that abolishing statelessness and dual citizenship was the right 

approach to follow. According to this perspective, an individual without any legally 

recognized nationality would not be entitled to any protection. 

 Hannah Arendt addressed the citizenship issue as the “right to have rights”.48 A 

two-way correspondence between the individual and the national legal system lies at 

the heart of the concept of citizenship itself.49 

 The tragedy of the Second World War led to the formation of a legal framework 

for Human Rights.50 Charles Malik, Lebanon's representative at the UN General 

Assembly in those years, said that the Universal Declaration of Human Rights 

(UDHR)51 was a response to the barbarities of Nazism and Fascism.52 

 
45 G.I.F. LEIGH, Nationality and diplomatic protection, in The International and Comparative Law 

Quarterly, 1971, 20 (3), 453; P. WEIS, Diplomatic protection of nationals and international protection of 

Human Rights, in Journal of Human Rights, 1971, 4, 643; W.K. GECK, Diplomatic Protection, in (ed.) 

R. BERNHARDT, Encyclopedia of Public International Law, Amsterdam, 1992, vol.1; E. DENZA, 

Nationality and diplomatic protection, in Netherlands International Law Review, 2018, 63, 465; B. 

MANBY, cit. 
46 M. MANLY, L. VAN WASS, The state of statelessness research. A Human Rights imperative, in 

Tillburg Law Review, 2014, 19, 3. 
47 League of Nations, Convention on Certain Questions Relating to the Conflict of Nationality Laws, 

The Hague, 12 April 1930, 

https://treaties.un.org/Pages/LONViewDetails.aspx?src=LON&id=518&chapter=30&clang=_en 

(last access 15/04/2021). 
48 H. ARENDT, The origin of totalitarism, London, 1967; N. OMAN, Hannah Arendt’s “right to have 

rights”: a philosophical context for human security, in Journal of Human Rights, 2010, 9 (3), 279. 
49 P. MINDUS, Ancora sulla teoria funzionale della cittadinanza. Risposta ai critici, in Materiali per una 

storia della cultura giuridica, 2015, XLV (2), 523; S. CASSESE, Stato in trasformazione, in Rivista 

Trimestrale di Diritto Pubblico, 2016, LXVI (2), 27. 
50 J. MORSINK, World War Two and the Universal Declaration, in Human Rights Quarterly, 1993, 15 

(2), 357, S. MOHNEY, The great power origins of Human Rights, in The Michigan Journal of 

International Law, 2014, 35 (4), 828. 
51 Universal Declaration of Human Rights, 

https://www.ohchr.org/EN/UDHR/Documents/UDHR_Translations/eng.pdf, (last access 

15/04/2021). 
52 J. MORSINK, cit. 

https://treaties.un.org/Pages/LONViewDetails.aspx?src=LON&id=518&chapter=30&clang=_en
https://www.ohchr.org/EN/UDHR/Documents/UDHR_Translations/eng.pdf
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 UDHR states that all people are equal and have equal rights and freedoms. 

More specifically, it proclaims that every person should be recognised before the law 

(Art.6) and, therefore, should be entitled to  legal status. The International Covenant on 

Civil and Political Rights53 (Art.16) and the International Convention on the Protection 

of the Rights of All Migrant Workers54 (Art.24) likewise state the right to legal 

recognition for every individual. 

 Holding a legal status is a consequence of identification procedures. 

Undocumented individuals cannot practically exercise their rights and prerogatives in 

front of the law. Thus, the Refugee Convention requires States to provide identification 

documents to migrants and refugees (Artt.27-28). This provision applies also to 

stateless and internally displaced people.  

 As far as undocumented migrants identification procedures are concerned, 

States must determine persons' nationality or stateless status, then identify if they are 

entitled to international protection as refugees, and finally release them identification 

documents to prove their legal status.55 

 International legal provisions address the use of ID documents in the migration 

context.56 The Refugee Convention declares that States must not refuse to concede the 

refugee status to someone carrying false or forged documents (Art. 31.1). According to 

the Protocols at the Convention against Transnational Organized Crime57, individuals 

shall not be prosecuted for the use of fraudulent ID credentials (Artt. 5-6). The same 

Protocols requires the States to guarantee the safety and integrity of such documents 

(Art.14). This brief description of the international legal framework about identity-

related rights aims to highlight how identification procedure is a fundamental part of 

 
53 International Covenant on Civil and Political Rights, 

https://www.ohchr.org/en/professionalinterest/pages/ccpr.aspx, (last access 15/04/2021). 
54 International Convention on the Protection of the Rights of All Migrant Workers and 

Members of their Families, https://www.ohchr.org/en/professionalinterest/pages/cmw.aspx, 

(last access 15/04/2021). 
55 B. MANBY, cit. 
56 B. MANBY, ibidem. 
57 United Nations Convention against Transnational Organized Crime and the Protocols thereto, 

https://www.unodc.org/documents/middleeastandnorthafrica/organised-

crime/UNITED_NATIONS_CONVENTION_AGAINST_TRANSNATIONAL_ORGANIZED_C

RIME_AND_THE_PROTOCOLS_THERETO.pdf (last access 15/04/2021). 

https://www.ohchr.org/en/professionalinterest/pages/ccpr.aspx
https://www.ohchr.org/en/professionalinterest/pages/cmw.aspx
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https://www.unodc.org/documents/middleeastandnorthafrica/organised-crime/UNITED_NATIONS_CONVENTION_AGAINST_TRANSNATIONAL_ORGANIZED_CRIME_AND_THE_PROTOCOLS_THERETO.pdf
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granting everyone a legal status. Recognition in front of the law is a prerequisite for the 

enforcement of fundamental rights. 

 This brief description of the international legal framework about identity-

related rights aims to highlight how identification procedure is a fundamental part of 

granting everyone a legal status. Recognition in front of the law is a prerequisite for the 

enforcement of fundamental rights. New technological means could play a 

fundamental role in developing user-centric identification procedures. More 

specifically, blockchain technologies could be capable of giving individuals autonomy 

about the management of their identity-related data. 

 

4. An introduction to blockchain technologies 

 Blockchain represents a disruptive technological innovation capable of 

revolutionizing many areas of contemporary society, from supply chains to healthcare 

systems. Blockchain features should be able to ensure high levels of transparency, 

accountability and efficiency in digital transactions. 

 One of the first applications of blockchain technology was to manage the 

Bitcoin market. It is a cryptocurrency still operating in a decentralized manner without 

any oversight mechanism run by authorities like States or Central Banks.58 Thus, 

blockchain ensures a trustworthy relationship between transaction parties without 

needing the supervision of a third subject. The Economist labelled this invention as 

"the trust machine" for this technological effort to focus on trust between contracting 

parties.59 

 However, the term blockchain indicates different systems and protocols with 

their peculiar features.60 This category includes bot open access networks and private 

proprietary archives.61 Blockchain 1.0 technologies mainly address the cryptocurrencies 

 
58 S. NAKAMOTO, Bitcoin: a peer-to-peer electronic cash system, https://bitcoin.org/bitcoin.pdf, 

(last access 16/04/2021). 
59 The Economist, The promise of the blockchain. The trust machine, 31 October 2015, 

https://www.economist.com/leaders/2015/10/31/the-trust-machine, (last access 16/04/2021). 
60 A. WALCH, Blockchain treacherous vocabulary: one more challenge for regulators, in Journal of 

Internet Law, 2017, 21 (2), 9. 
61 M. CHESSMAN, Self-sovereignty for refugees? The contested horizons of digital identity, in 

Geopolitics, 4 October 2020, 

https://www.tandfonline.com/doi/full/10.1080/14650045.2020.1823836, (last access 16/04/2021). 

https://bitcoin.org/bitcoin.pdf
https://www.economist.com/leaders/2015/10/31/the-trust-machine
https://www.tandfonline.com/doi/full/10.1080/14650045.2020.1823836
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market, while Blockchain 2.0 deploys its potential in the smart contracts field. This 

term indicates a computer-based transaction protocol that executes the contract when 

predetermined conditions happen.62 Blockchain 3.0 represents the latest technological 

evolution and entails several sectors of everyday life, including identity management.63 

Scholars argue that Blockchain 4.0 would likely implement Artificial Intelligence in the 

working routine of its platforms64 and focus on features like scalability, flexibility and a 

friendly-user implementation.65 

 Nonetheless, all these systems share common traits which are worth 

mentioning and analyzing in their implications. In very general terms, the blockchain 

consists of a series of interrelated blocks containing information.66 Users verify the 

reliability of these data through the chain nodes. Blockchain works as a decentralized 

database that archives information all across its network. It can collect and store data 

about transactions, values and also personal information.67 The system registers 

transactions between network parties without duplicating the transferred value.68 This 

is a radical innovation compared to traditional peer-to-peer processes. 

Cryptocurrencies based on a blockchain transaction system are particularly 

appreciated because they are not affected by the so-called double-spending problem.69 

No one can spend the same digital coin more than once.70 

 
62 N. SZABO, Formalizing and securing relationship on public networks, in First Monday, 

https://firstmonday.org/ojs/index.php/fm/article/download/548/469, (last access 19/04/2021). 
63 R. COLOMO-PALACIOS et al, A critical review on blockchain assessment initiatives: a technology 

evolution viewpoint, in Journal of Software: evolution and process, 2020, 32, 1. 
64 N. UPADHAY, Blockchain value proposition, in Transforming socialmedia business models through 

blockchain, London, 2019. 
65 P. RATANASOPITKUL, Blockchain-revolutionize green energy management, 

https://ieeexplore.ieee.org/document/8635666 (last access 19/04/2021). 
66 J. FRIZZO-BAKER et al., Blockchain as a disruptive technology for business: a systematic review, in 

The International Journal of Information Management, 2020, 51, 

https://www.sciencedirect.com/science/article/pii/S0268401219306024, (last access 16/04/2021). 
67 A. ZWITTER, M. BOSSE-DESPIAUX, Blockchain for humanitarian action and development aid, in 

Journal of International Humanitarian Action, 2018, 3 (16), 

https://jhumanitarianaction.springeropen.com/articles/10.1186/s41018-018-0044-5#ref-CR14, (last 

access 16/04/2021). 
68 R. ZHANG et al., Security and privacy on blockchain, in ACM Computing Surveys, January 2019, 1 

(1), https://arxiv.org/pdf/1903.07602.pdf, (last access 16/04/2021). 
69 U.W. CHOBAN, The double-spending problem and cryptocurrencies, 6 January 2021, 

https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3090174 (last access 16/04/2021). 
70 A. ZWITTER, M. BOSSE-DESPIAUX, cit. 
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 Every occurred transaction creates a sort of digital fingerprint called hashing.71 

It consists of generating an alphanumerical code certifying the authenticity of the data 

transmitted. Each user of the network can, therefore, verify the system integrity by 

controlling the hash value. Before validating a transaction, users need to solve a 

mathematical puzzle (called proof of work, proof of stake etc according to the protocols 

used).72 This activity is commonly called mining. When a block can no longer generate 

hashes, finds its place in the transaction chain. As far as cryptocurrencies are 

concerned, this insertion generates a given number of digital tokens. 

 Blockchain should, therefore, allow secure and reliable transactions since no 

network user should be capable of unilaterally modifying what is inside the chain 

blocks.73 Furthermore, blockchain guarantees pseudonymization for users. They can 

decide to not reveal their real identity to the other members of the network. Moreover, 

this technology permits transactions even in difficult conditions and circumstances. 

 Blockchain technological features allow the implementation of a decentralized 

and user-centric sharing information system. The intervention of central authorities 

like States for management and control purposes may be useless. These are the 

prerogatives for the application of the Self-Sovereign Identity (SSI) concept. 

 

5. Blockchain-based identification systems and Self-Sovereign Identity 

 

 There are currently about 100 projects employing blockchain systems to manage 

identity-related data for several purposes.74 Blockchain features can revolutionize 

identification systems ensuring effective decentralization and a complete focus on the 

users. These are the premises of the so-called Self-Sovereign Identity concept. There is 

 
71 L. WANG et al., Cryptographic primitives in blockchains, in Journal of Network and Computer 

Applications, 2019, 127 (1), 43. 
72 A. GERVAIS et al., On the security and performance of proof of work blockchains, 

https://eprint.iacr.org/2016/555.pdf, (last access 16/04/2021). 
73 A. ZWITTER, M. BOSSE-DESPIAUX, cit. 
74 Although this is not an exhaustive list, it underlines the interrelation between identity and 

blockchain technology: https://github.com/peacekeeper/blockchain-identity, (last access 

20/04/2021). 
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currently no unanimous definition of this term,75 even if it is possible to individuate its 

main features. 

 SSI consists of a user-centric idea of identity, where individuals can 

autonomously decide which data they want to share and with whom.76 Identity-related 

data are, therefore, portable regardless of any technological obstacles. In other words, 

individuals have full autonomy and agency about how to dispose of their identity 

data.77 

 The Sovrin Foundation, a non-profit organisation working on identity-related 

topics, provides an operational definition of SSI.78 According to this, individuals own, 

control and manage information about their identity without the intervention of other 

subjects. No third party is required to act as an identity provider. 

 According to Allen's work,79 SSI systems must respect different fundamental 

principles: 1) Identity should not only exist in digital form but should be linked to real-

life elements; 2) Users should be able to be in control of every aspect of identity 

management. They can choose what aspects should be hidden and what traits shared 

with other entities; 3) Users should be capable to easily access their identity-related 

data; 4) Identity management systems should be transparent and act understandably; 

5) Information should be portable and available without technical obstacles and 

without depending on individual operators; 6) Users must consent to the use of their 

data; 7) Information disclosure should entail only the minimum required amount of 

data. The concept of SSI revolutionises the traditional trust and reliability of identity 

management systems.80  

 As far as a technical perspective is concerned, SSI consists of a distributed 

ledger technology, like blockchain, archiving identity-related information in a 

decentralized manner. Individuals can control and manage these data remotely on 

 
75 F. WANG, P. DE FILIPPI, cit. 
76 C. ALLEN, cit. 
77 U. DER et al, Self-Sovereign Identity – opportunities and challenges for the digital revolution, 

https://arxiv.org/ftp/arxiv/papers/1712/1712.01767.pdf, (last access 20/04/2021). 
78 A. TOBIN, D. REED, The inevitable rise of Self-Sovereign Identity. A white paper from the Sovrin 

Foundation, https://sovrin.org/wp-content/uploads/2018/03/The-Inevitable-Rise-of-Self-

Sovereign-Identity.pdf, (last access 20/04/2021). 
79 C. ALLEN, cit. 
80 U. DER et al, cit. 
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their device and select which kind of trusted subjects can access them, without needing 

the intervention of intermediaries.81 

 SSI blockchain-based identification systems often employ a private/public 

encryption mechanism. It consists of a way to encrypt data through a public key to 

allow only the owner of the related private key to decipher the hidden message. 

Intermediary trusted parties usually manage and distribute public key, while SSI 

systems should implement a Decentralised Public Key Infrastructure.82 This is 

essentially a freely accessible database containing public keys. This mechanism could 

avoid abusive intervention from third parties for manipulation or censorship purposes. 

   Public blockchain systems do not require an overarching entity to manage 

information traffic. Users can hide their identities from the remaining nodes in the 

chain through decentralized identifiers (DIDs). These are strings of code that minimize 

the amount of data revealed depending on the context. Each user can then generate 

several DIDs. 

 For example, individuals may only share the details of their driving licence at a 

traffic police checkpoint. Similarly, they can certify their nationality without having to 

reveal further personal details during border control procedures. More specifically, this 

mechanism allows users to share their credentials in a privacy-friendly environment. 

Cryptographic safeguards, like zero-knowledge proofs, allow users to demonstrate the 

veracity of given data without sharing other details about such information.83 

 Blockchain technology can thus lead to a new idea of personal identity that is 

user-centric, portable, transferable, and autonomous from government intervention. 

The traditional mechanism has States as the main actors in managing the identity of 

their citizens. This paradigm shift can have important consequences in the 

management of the migration phenomenon.  

 

 

 
81 A. MÜHLE et al., A survey on essential components of a Self-Sovereign Identity, 

https://arxiv.org/abs/1807.06346, (last access 20/04/2021). 
82 G. ISHMAEV, Sovereignty, privacy, and ethics in blockchain-based identity management systems, in 

Ethics and Information Technology, 2020, https://link.springer.com/article/10.1007/s10676-020-

09563-x (last access 20/04/2021). 
83 Q. STOKKINK, J. POUWELSE, Deployment of a blockchain-based Self-Sovereign Identity, 

https://arxiv.org/abs/1806.01926, (last access 21/04/2021). 
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6. Blockchain-based identification systems in the management of migration issues 

 The use of blockchain technologies in identification procedures aims to include 

vulnerable segments of the population, such as migrants and refugees, within the 

social fabric of the country where they reside. In other words, it could be a great factor 

of socio-economical inclusion.84 It could also allow undocumented people to gain back 

control of their own identity. This includes credentials about their education and job 

qualification and skills. 

 Blockchain technologies could also greatly assist involved public entities, such 

as States, in the reception and management of migration flows. More specifically, they 

could be valuable tools to identify who is entitled to refugee status and subsequent 

international protection. International Organizations, like the UNHCR, have always 

struggled to establish the legitimacy of asylum claims submitted to it.85 Applications 

for international protection made by individuals cannot always be approved with 

confidence. Individuals may be reluctant to share their information with the authorities 

for fear of reprisals and retaliation.86 Refugee reception and management procedures 

may also be influenced by political considerations.87 Some people in particular 

situations of destitution may apply for refugee status to enjoy benefits and economic 

aid, although they do not qualify for it.88 It may be challenging for public entities to 

know if a person still needs the refugee status or there is no more reason to maintain 

 
84 R. DAVIES, Knowing me, knowing you: self sovereign digital identity and the future for charities, 21 

July 2017, https://www.cafonline.org/about-us/blog-home/giving-thought/the-future-of-doing-

good/self-sovereign-digital-identity-and-the-future-of-charity, (last access 22/04/2021). 
85 M. ALEXANDER, Refugee status determination conducted by the UNHCR, in International Journal 

of Refugee Law, 1999, 11 (20), 251; J. CRISP, “Who has counted the refugees?” UNHCR and the politics 

of numbers, UNHCR Working Paper n.12, June 199, 

https://www.unhcr.org/research/working/3ae6a0c22/counted-refugees-unhcr-politics-numbers-

jeff-crisp.html, (last access 22/04/2021); J. LEGO, Making refugees (dis)appear: identifying refugees 

and asylum seekers in Thailand and Malaysia, in Austrian Journal of South-East Asian Studies, 2018, 

11 (2), 183. 
86 M. LATONERO et al, Digital identity in the migration and refugee context: Italy case study, 

https://datasociety.net/wp-content/uploads/2019/04/DataSociety_DigitalIdentity.pdf, (last access 

22/04/2021). 
87 J. ROSENTHAL, From ‘Migrants’ to ‘Refugees’: identity, aid, and decolonization in Ngara district, 

Tanzania, in Journal of African History, 2015, 56 (2), 261. 
88 J. HYNDMAN, Managing displacement: refugee and the politic of humanitarianism, Minneapolis, 

2000, 117. 
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the same protection level.89 These difficulties have gradually led to a lack of confidence 

in the reliability of these identification and assistance operations,90 including on the 

part of States that should be supporting UNHCR's work.91 As a consequence of these 

factors, the efforts to protect the fundamental rights of people involved in such 

migratory flows can be deeply undermined.92 

 Policymakers, actors and practitioners are focusing on the concept of SSI and 

the underlying blockchain technology as a possible solution to overcome the obstacles 

just mentioned.93 The aim is to enhance identification procedures efficiency and 

reliability and to allow the empowerment of individuals involved.94 Several SSI 

projects are already working in the migration management field. The Sovrin 

Foundation, alongside the International Rescue Committee, is using blockchain 

applications and biometrics indicators to provide medical identities to refugees sited in 

Mae La Camp, in Thailand.95 Individuals prove their identity through an iris scan 

which links to a unique hash granting access to anonymized health data stored along 

with the blockchain. Thus, there is no need anymore for paper-based credentials.96 

 
89 M.F.N. FRANKE, Refugees’ loss of self-determination in UNHCR operations through the gaining of 

identity in blockchain technology, in Politics, Groups, and Identities, 7 April 

2020,https://www.tandfonline.com/doi/citedby/10.1080/21565503.2020.1748069?scroll=top&need

Access=true, (last access 22/04/2021). 
90 M. CARLSON, L. JAKLI, K. LINOS, Rumors and refugees: how government-created information 

vacuums undermine effective crisis management, in International Studies Quarterly, 2018, 62 (3), 671; 

M.J. DA SILVA REBELO, M. FERNANDEZ, J. ACHOTEGUI, Mistrust, anger and hostility in 

refugees, asylum seekers, and immigrants: a systematic review, in Canadian Psychology, 2018, 59 (3), 

239. 
91 K.B. SANDVIK, K.L. JACOBSEN, UNHCR and the struggle for accountability: technology, law and 

results-based management, London, 2016; M.F.N. FRANKE, cit. 
92 M.F.N. FRANKE, ibidem. 
93 UNHCR Blogs, Bridging the identity divide-is portable user-centric identity management the 

answer?, 20 February 2018, https://www.unhcr.org/blogs/bridging-identity-divide-portable-

user-centric-identity-management-answer/, (last access 22/04/2021); 510 An Initiative  of the 

Netherlands Red Cross, 510 & Tykn, https://www.510.global/510-x-tykn-press-release/, (last 

access 22/04/2021). 
94 M. CHEESMAN, cit. 
95 Sovrin Press Release, Use case spotlight: iRespond, using Sovrin to provide NGOs with trusted 

digital identity systems, https://sovrin.org/use-case-spotlight-irespond-using-sovrin-to-provide-

ngos-with-trusted-digital-identity-systems/, (last access 22/04/2021). 
96 A. PIORE, Can blockchain finally give us the digital privacy we deserve?, in Newsweek, 22 February 

2019, https://www.newsweek.com/2019/03/08/can-blockchain-finally-give-us-digital-privacy-

we-deserve-1340689.html, (last access 22/04/2021); M. CHEESMAN, cit. 
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 SSI should enable people to gain ownership of their identity, as explicated 

above. This is particularly important for individuals belonging to minorities who 

would otherwise be at risk of persecution and reprisals or who would not be 

adequately protected by their national government. 

 UNHCR is carrying on the so-called Rohingya project.97 This term indicates an 

ethnic minority predominantly living in Myanmar. The national government has 

always conducted discrimination policies against them, denying citizenship to 

members of this minority. In 2017, the Myanmar army began a series of attacks against 

the Rohingya population, forcing hundreds of thousands of these people to flee their 

homes.98 The project aims to give back Rohingya people their personal identity. They 

can access their data through iris scan without needing paper-based documentation 

that they cannot have due to their status. Their bodies are the keys to manage their 

identity. 

 The World Food Programme (WFP) initiated the Building Blocks project in 

2017.99 Around 100,000 people can now buy food in the Zatari refugee camp in Jordan 

simply by scanning their irises. More specifically, people who agree to join such a 

program by sharing their biometric data enter their personal data into the blockchain. 

They can then access that information Through iris scanning and validate the financial 

transactions they make. Users can access their digital wallets through such biometric 

authentication. This mechanism also avoids the need for financial intermediaries and 

thus reduces the cost of individual transactions. 

 However, the use of blockchain devices to identify and manage personal data 

raises issues that deserve to be analysed and understood in their implications. The next 

part of the paper provides a critical assessment of such technological initiatives. It 

mainly focuses on the consequences of the introduction of the SSI concept in the 

migration management field. 

 

 
97 A description of this project is available at this link, https://rohingyaproject.com/, (last access 

23/04/2021). 
98 BBC News, Myanmar Rohingya: what you need to know about the crisis, 23 January 2020, 

https://www.bbc.com/news/world-asia-41566561, (last access 23/04/2021). 
99 An overview of the project is available here, https://innovation.wfp.org/project/building-

blocks, (last access 23/04/2021). 
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7. Blockchain-based identification procedures in the migration context: legal issues 

and governance challenges 

 The use of blockchain tools is now a reality in the migration management field. 

However, their inherent features could represent a threat to the fundamental rights of 

people involved, despite the principle according to which humanitarian actions must 

do not harm.100 This means preventing or at least mitigate, any possible negative 

consequence derived from humanitarian endeavours.101 Likewise, the use of 

technological instruments must not represent a threat for the users.102 

 More specifically, States and International Organizations who are willing to use 

technological means for humanitarian purposes, like managing migration flows, must 

be aware of the related risks. This implies the creation of appropriate oversight 

mechanisms and risk assessment procedures for the deployment of such technological 

instruments.103 The paper now considers the most relevant issues in regulating and 

deploying blockchain-driven identification systems for managing migration 

phenomena. It first addresses the risks of discrimination and algorithmic biases. 

 

 

7.1. Non-discrimination principle and algorithmic biases in blockchain systems 

 Blockchain systems can help the social inclusion of vulnerable individuals by 

allowing a user-centric experience and cutting off intermediaries in the management of 

identity-related data, as previously explained. However, the lack of an appropriate 

regulatory framework could make the blockchain ledgers exacerbate and propagate 

discriminatory attitudes and biased outcomes.  

 
100 P.W. DE VORE, Do not harm: technology, ethics and responsibility, in The Journal of Technology 
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101 UNHCR Emergency Handbook, Humanitarian Principles, 
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102 P.W. DE VORE, Do not harm: technology, ethics and responsibility, in The Journal of 

Technology Transfer, 1997, 22 (63), 

https://link.springer.com/content/pdf/10.1007/BF02509155.pdf, (last access 26/04/2021). 
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 No one can modify what a closed block contains, as previously explained Thus, 

blockchain systems are almost incorruptible from a technological point of view. 

However, this means that there is no possibility to modify incorrect or biased data. 

Discriminatory attitudes could propagate through the distributed ledger and shape 

human decisions based on information stored in the blockchain. Decentralization 

means that there is not anymore a centralized authority, like States, to control and 

certify the reliability of such information. Each node of the blockchain can verify the 

trustworthiness of the information entered, but verification by a public entity may have 

greater significance in this respect.104 Identity is not an immutable concept but it 

changes accordingly to the surrounding environment. Thus, specific data may no 

longer adequately identify a given subject, even if such information are already 

encapsulated in the blocks. As far as the migration context is concerned, this is a 

particularly relevant issue. Political influences shape the definition of "migrant" and 

"refugee" and, therefore, the government decisions about conceding international 

protection. In very general terms, refugees are those who have faced hostilities in their 

homeland and can only enjoy certain rights and freedoms in the destination country by 

the decision of the national government.105 

 The striking contrast between who is requesting asylum and who can decide 

about this request is one of the main features of the identity refugee.106 This 

dependence on external governance does not seem to fit in with the core elements of 

the SSI focusing on full autonomy. 

 Undocumented migrants need to undergo a biometric scan to access the 

blockchain ledger. This requirement may undermine even more individual autonomy. 

There is no trust in the actions of the individual but in the codes associated with that 

biometric element.107 

 Using a biometric scan process as a form of identification and authentication of 

blockchain users has both advantages and criticalities. Individuals do not need 
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anymore to use passwords or access codes that external users may easily breach.108 

Biometric scanning systems are based on artificial intelligence algorithms. These 

programmes require a continuous flow of data to perfect their operation and ensure 

high standards of reliability. They are, therefore, not exempt from failures that could 

affect the enjoyment of the fundamental rights of the persons involved. The 

management and storage of personal data of blockchain users, including biometric 

identifiers, raises additional privacy and data protection issues. 

 

7.2. Data protection issues in blockchain systems 

 Blockchain systems should reach higher standards in terms of data protection 

compared to the traditional mechanism of data management. Compromising the 

integrity of the entire ledger would imply attacking all the nodes of the chain to tamper 

with archived data. Even if this approach is technically possible, since no computer 

system is immune to external tampering, such an attack would require an enormous 

amount of energy that would make it unwise. 

 However, blockchain systems must comply with data protection principles 

during their working routine. The right to privacy represents a fundamental 

requirement for human freedom and self-dignity.109 According to the Universal 

Declaration of Human Rights (art.12), everyone has the right to preserve his/her 

private life from intrusions of third parties.110 The International Covenant on Civil and 

Political Rights (ICCPR) sees the importance of adequate safeguards also for the 

reputation of the individual (art.17).111 The United Nations recently recognized digital 

technologies could have a tremendous impact on the enjoyment of fundamental rights. 

The United Nations recently recognized digital technologies could have a tremendous 

impact on the enjoyment of fundamental rights.112 An abusive deployment of such 
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tools could lead to mass surveillance procedures and infringement of data protection 

rights. The Charter of Fundamental Rights of the European Union recognizes data 

protection as a fundamental right linked to the right to privacy (art.8).113 Furthermore, 

it proclaims that every data processing activity shall comply with founding principles 

including fairness, transparency and lawfulness. 

 The European Union issued the General Data Protection Regulation (GDPR) in 

2016.114 This normative text formulates new international regulatory standards in terms 

of data protection. The GDPR finds its scope of application within every data 

processing activity carried on by a subject site in the European Union territory. 

Moreover, it applies whenever the personal data of individuals within the EU are 

involved. Thus, the GDPR has a broad scope of application that could entail the 

deployment of blockchain technologies for the management of migratory flows. 

However, the functioning of blockchain systems could be not totally compliant with 

the GDPR provisions.115 

 Blockchain decentralization feature may complicate the liability framework 

regarding data protection. The GDPR requires identified subjects, called data 

controllers, to manage and carry on data processing activities (art. 4.7). However, the 

blockchain distributed structure does not individuate specific actors in charge of such 

procedures. It substitutes determined data controllers with a plurality of actors: 

potentially every user of the blockchain. Thus, it is not clear whom data subjects could 

address to see their rights enforced. 

 Furthermore, the GDPR requires that data can be modified (art. 16) or erased 

(art.17) at the occurrence of specific requirements. However, blockchain features may 
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render impossible the unilateral modification of recorded data. When an information 

block is closed, it can be no longer modified. 

 The GDPR states data minimisation and purpose limitation as founding 

principles of data protection (art.5), but blockchain functioning may not comply with 

these values. As far as data minimisation is concerned, distributed ledgers 

continuously grow with the addition of new data. Furthermore, users can access such 

information from different devices. It is likewise unclear the application frame of 

purpose limitation principle. More specifically, if it includes only the initial blockchain 

transaction or it also entails the management and processing of personal data through 

the ledger. 

 Blockchain could, therefore, dramatically challenge the GDPR framework and 

this requires adequate political and regulatory guidance. 

 

8. Concluding remarks and policy recommendations 

 Identification procedures are a crucial issue in the management of migratory 

phenomena. Undocumented migrants could face additional obstacles in accessing basic 

services like food or medical aid. Furthermore, individuals without ID documents 

cannot lawfully enter into a foreign country. Thus, they could rely on criminal 

organizations or human traffickers to illegally pass the borders. Undocumented people 

cannot easily integrate into the social and productive fabric of the country. They cannot 

open a bank account or have an employment contract.  

 States and International Organizations working in this field have always had 

difficulties in collecting and managing data on the identity of migrants, refugees and 

asylum seekers. Blockchain could represent a solution to these problems. It consists of 

a shared and synchronised digital database distributed through multiple nodes which 

are the devices storing a local version of the ledger. Blockchain ledgers are resilient due 

to their decentralization and distribution. They can overcome the tampering or the 

failure of one or several nodes because the blockchain mechanism duplicates data 

through every node.  

 Blockchain technological features facilitate the development of the Self-

Sovereign identity concept. According to this idea, identity-related data management is 

user-centric and features interoperability and transportability characteristics. Each 
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individual independently controls his or her own identity, deciding how and when to 

share it with others. This is made possible by the decentralized nature of blockchain 

registries. SSI can act as an empowerment factor for vulnerable and marginalized 

groups, like refugees. Many of them flee their countries because of ethnic, political or 

religious persecutions. SSI could hopefully enable these people to regain possession of 

their endangered identities, overriding any national discriminatory measure. 

Managing autonomously identity-related data would avoid dangerous practices of 

digital surveillance and discriminatory profiling and policing. 

 However, implementing SSI through blockchain ledgers may raise additional 

challenges to the fundamental rights framework. Blockchain features may be 

incompatible with the GDPR provisions and, therefore, prevent data subjects to enjoy 

their data protection rights. 

 SSI entails identity as an immutable and static heritage, but this may be not 

truthful. This paper highlights how identity is rather a relational concept. It is 

something in constant evolution and mutating according to the circumstances. This 

striking contrast may radically challenge the implementation of blockchain-based 

identification procedures. As far as migration management is concerned, blockchain 

immutability may slow down migrants' social integration by continuing to identify 

them as “aliens”. 

 Migrants, refugees, and asylum seekers can control their identity data, but they 

have no control over what constitutes identity. Public entities managing the 

blockchain-based identification procedures determine what constitutes identity.116 In 

other words, there is a sort of public governance about personal identity, despite the 

implementation of the SSI concept. Politicizing migration issues could, therefore, raise 

several problems in this regard. Different political approaches could shape blockchain 

systems responses in managing identity-related data. Thus, the paper proposes some 

policy recommendations to have a fundamental rights-compliant implementation of 

blockchain-based identification tools in the field of migration phenomena. As far as the 

migration context is concerned, this paper argues that human oversight mechanisms 

could avoid, or at least reduce, the risks that blockchain functioning could infringe the 
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rights of migrants, refugees and asylum seekers. More specifically, these control 

procedures could avoid the production of biased outcomes due to the presence of 

systemic biases in the data. Independent authorities should conduct ongoing 

inspections to detect the presence of these biases and eliminate them accordingly. 

Public bodies should ensure fairness and transparency in the implementation of 

identity values in designing blockchain ledgers deployed in the management of 

migratory flows. They should take into account the possible different interpretations of 

the concept of identity. 

 This paper, therefore, suggests adopting the model of the so-called private and 

permissioned blockchain. This structure requires the registry operator (e.g. a State) to 

consent to the entry of new users. The actors involved in the management of migration 

flows (immigration officers, border guards, aid organizations) would constitute the 

individual nodes of the chain. Public bodies should then provide training programs for 

staff employed in migration management so that they understand how the blockchain 

mechanism works and help migrants relate to it. 

 

 

 

 

 


